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Abstract  
Associations between knowledge, attitude, and practice (KAP) are extensively documented in the 
international literature that relates to health and construction occupations. While few investigations 
had been carried out on KAP of cybersecurity in the international literature, such studies are scarce in 
Nigeria. Therefore, this study investigated the predictive association betwixt knowledge, attitude, and 
practice of cybersecurity among preservice mathematics teachers in Nigeria through a cross-sectional, 
correlational research design. The sample included 550 preservice mathematics teachers in one 
coeducational public university in Nigeria and data were collected using one psychometrically sound 
instrument (Cronbach alpha=0.97). Three research questions were stated and answered using Pearson 
product-moment correlation, multiple regression analysis, and independent samples t-test at 5% level 
of significance. The results showed that there was a significant relationship between knowledge and 
attitude (r = 0.98, p<0.05), between knowledge and practice (r = 0.27, p<0.05), and between attitude 
and practice of cybersecurity (r = 0.16, p<0.05). The ANOVA regression analysis revealed a significant 
association between knowledge, attitude, and practice of cybersecurity (F(2, 547) = 163.67, p=0.000) 
and knowledge and attitude produced a joint contribution of 37.4% to the prediction of cybersecurity 
practice. The attitude showed the highest contribution (β=3.23) and followed by knowledge (β=3.02). 
The regression equation is: Practice = 19.03 + 3.81 attitude + 3.22 knowledge. Gender had a significant 
influence on preservice mathematics teachers’ knowledge (t548=-4.74, p=0.00) and attitude (t548=-
4.42, p=0.00) toward cybersecurity in favour of males. However, gender had no significant influence on 
preservice mathematics teachers’ practice of cybersecurity (t548=-1.25, p=0.21). In conclusion, effort 
should be made to explore how cybersecurity education can be integrated across subjects or courses, 
not just mathematics. 
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Introduction 

No doubt, the world is agog with people that work and live digitally and virtually. In July 2024, there 

were 5.45 billion internet users worldwide, which is about 67.1% of the world population (Statista, 2024). 

While the online transformation carries a lot of advantages, it also has risks connecting to the 

confidentiality, integrity, and availability of virtual data. It is clear that many people worldwide have 

been victims of cyberthreats in form of malware, identity theft, spam, and phising (Sfakianakis, 
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Douligeris, & Marinos, 2019). The Nigerian populace seems to be less fortified against many of these 

cyberthreats. In 2020, 73% of Nigerians were victims of cybercrime (Nigerian Cybercrime Report, 2020). 

61% of Nigerian businesses fell victim to cyberattacks (PwC Nigeria Cybersecurity Survey, 2020). 45% of 

mobile phone users in Nigeria fell victim to mobile-related cyberthreats (Kaspersky Mobile Threats 

Report, 2020). 25% of Nigerian children have experienced cyberbullying or online harassment (UNICEF 

Nigeria Report, 2020). In 2019, 36% of Nigerians were victims of online scam (Nigerian National Cyber 

Security Awareness Survey, 2019). All these statistics show that a significant portion of the Nigerian 

population is vulnerable to cyberthreats and that there is a wide gap between how people view their 

cybersecurity skills and their cybersecurity behaviour. This study is aimed at understanding why people 

either do or do not exhibit cybersecure behaviours.  Clearly, knowledge is a necessary condition for 

engaging in good behaviour in any given context (de Kok, Oosting & Spruit, 2020). Possessing good 

knowledge is an antidote for ignorance and a way of bringing about behavioural modification. 

 

In the field of cybersecurity, knowledge is needed in order to comprehend cyberthreats and to 

recognise the connected risks (Ben-Asher, & Gonzalez, 2015; Bitton, Boymgold, Puzis, & Shabtai, 2019). 

As necessary as knowledge of cybersecurity is, it is not enough to explain behaviour (Ahlan, Lubis, & 

Lubis, 2015; Bada, Sasse, & Nurse, 2017; Caldwell, 2016). A person understanding of cybersecurity 

controls and cyberthreats may not translate to executing the relevant cybersecurity controls (Siponen, 

Mahmood, & Pahnila, 2014). Thus, in addition to knowledge, attitude is very vital in predicting behaviour 

(Aronson, & Wilson, 2017; Fiske & Taylor, 2013). Prior investigation on cybersecurity behaviour showed 

that attitude had a significant influence on intended behaviour (Lebek, Uffen, Neumann, Hohler, & 

Breitner, 2014; Sommestad, Hallberg, Lundholm, & Bengtsson, 2014).  While knowledge and attitude 

have been assessed both separately and together in prior investigations on cybersecure behaviour 

(Kruger, & Kearney, 2006; Parsons, Calic, Pattinson, Butavicius, McCormac, & Zwaans, 2017), they were 

not assessed in conjunction with cybersecurity practices.  Cybersecurity practices refer to specific habits 

and actions a person or an organisation takes to protect theirself from cyberthreats and vulnerabilities.  

 

This study is important because assessing knowledge, attitude and practices (KAP) of cybersecurity may 

help in identifying gaps and areas for improvement in cybersecurity behaviours and awareness. 

Assessing KAP could also inform the enactment of effective cybersecurity awareness, training, and 

education programmes. This study, therefore, adopted a KAP assessment of cybersecurity. The 

research question is as follows: What is the contribution of cybersecurity knowledge and attitude in 

explanation of variance in cybersecurity practices?  

 

Knowledge of cybersecurity 

Knowledge refers to the skills, facts, and information that a person acquires through training, 

education, and experience. Knowledge is a necessary condition and foundation for exhibiting correct 

behaviour in a given context (de Kok, Oosting & Spruit, 2020). In the context of cybersecurity, 

knowledge includes familiarity with common cyberthreats and vulnerabilities (Ben-Asher & Gonzalez, 

2015), understanding cybersecurity concepts and terminology (de Kok, Oosting & Spruit, 2020), and 

understanding of risk management and incident response (Plessis & Solms, 2002). Nine types of 

knowledge are identifiable and they include conditional knowledge-knowledge of conditions and 

contexts; dispositional knowledge-knowledge that influences attitudes and behaviours; embodied 

knowledge-knowledge that is embedded in physical actions and habits, and meta-cognitive knowledge-

knowledge of one’s own thought processes. Others include propositional knowledge-knowledge of 

relationships between concepts; declarative knowledge-knowledge of facts, concepts, and principles; 
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procedural knowledge-knowledge of procedures, processes, and protocols; tacit knowledge- 

personalised , experiential knowledge that is difficult to share and document, and explicit knowledge-

documented and easily shared knowledge. Knowledge can be acquired at different levels and these 

levels according to the revised Bloom’s taxonomy (Krathwohl, 2002) include (1) remember, (2) 

understand, (3) apply, (4) analyse, (5) evaluate, and (6) Create. In the field of cybersecurity, 

remembering is equivalent to identifying common cyberthreats and vulnerabilities and recalling 

cybersecurity terminology and concepts. Understanding requires explaining the importance of 

cybersecurity and describing the impact of cyberthreats on individuals and organisations. Applying 

requires implementing cybersecurity measures to protect against threats and applying cybersecurity 

principles to real-world scenarios. Analysing involves identifying and analysing cyberthreats and 

vulnerabilities and comparing and contrasting different cybersecurity approaches. Evaluating refers to 

assessing the risk of cyberthreats and vulnerabilities, justifying the need for cybersecurity investments 

and assessing cybersecurity policies and procedures. Creating involves designing and implementing 

comprehensive cybersecurity plans, integrating cybersecurity into existing systems and processess, and 

developing new cybersecurity solutions and tools. While the first four levels of the revised Bloom 

taxonomy require making an inventory of cyberthreats and analysing them (de Kok, Oosting & Spruit, 

2020), the last two levels involve meta-knowledge and developing new systems and models and thus 

would not be considered in this study. The assessment of knowledge in prior cybersecurity 

investigations were carried out on samples including working adults (Herath, & Rao, 2009; Parsons, 

McCormac, Butavicius, Pattinson, & Jerram, 2014), seniors (Arfi, & Agarwal, 2014; Cook, Szewczyk, & 

Sansurooah, 2011; Grimes, Hough, Mazur, & Signorella, 2010), and children (Giannakas, Kambourakis, & 

Gritzalis, 2015; Tirumala, Sarrafzadeh, & Pang, 2016) with little or none on preservice mathematics 

teachers. While people have certain knowledge regarding cybersecurity controls and cyberthreats 

(Slusky & Partow-Navid, 2012), they are not totally secured against cyberthreats (de Kok, Oosting & 

Spruit, 2020). Therefore, possession of cybersecurity knowledge is not enough to provide right shield 

against cyberthreats. Thus, attitude towards cybersecurity is also a very vital factor in predicting and 

explaining behaviour towards cybersecurity. Knowledge can shape attitude by increasing awareness of 

risks and benefits of cybersecurity. 

 

Attitude towards cybersecurity 

Attitude is defined in this study as an individual’s emotional or mental disposition towards an object, 

idea or situation which can be positive or negative. Awofala (2020) gave three components of attitude 

to include: behavioural component-actions, intentions, and behaviours towards the object or situation, 

cognitive component- beliefs, thoughts, and attributes about the object or situation, and affective 

component- emotions, feelings, and values connected with the object or situation. Other components 

include conative which refers to motivations and commitments to act on the object or situation (Hagger 

& Chatzisarantis, 2005) and evaluative component defined as assessments and judgments about the 

object or situation including likes and dislikes (Bohner & Wanke, 2002). In the field of cybersecurity, 

these components could appear in the judgments about the effectiveness of cybersecurity measures 

(evaluative), motivation to learn and implement cybersecurity best practices (conative), actions taken 

to protect oneself and one’s organisation against cyberthreats (behavioural), concern and worry about 

cybersecurity risks (affective), and understanding cybersecurity risks and threats (cognitive). Attitude 

can either be positive or negative. A positive attitude towards cybersecurity may include being 

responsible and accountable, being aware of the risks and consequences, being committed to following 

best practices, being open to learning and improvement, and being proactive and vigilant. A negative 

attitude towards cybersecurity can be manifested in the area of irresponsible behaviour, lack of concern 
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and awareness, resistance to change and learning, skepticism and denial, and complacency and apathy. 

A person can display both positive and negative attitude towards an object thereby having a conflicting 

attitude. For instance, a person may feel that cybersecurity is not a pressing concern, despite working 

with sensitive data. This shows the case of complacency versus vigilance. Attitude can influence 

knowledge by motivating individuals to learn more about cybersecurity. In the present study, effort is 

made to understand the predictive influence of knowledge and attitude on consistent adoption of 

cybersecurity best practices.  

 

Practice toward cybersecurity 

Cybersecurity practices refer to the specific habits and actions that organisations and individuals take 

to make themselves immune to cyber vulnerabilities and threats.  These actions and habits may include 

compliance with cybersecurity standards and regulations (Hartwig, & Reuter, 2022), cybersecurity 

awareness and training (Antunes, Silva, & Marques, 2021; Bhatnagar, & Pry, 2020), continuous 

monitoring and vulnerability assessment (Hatzivasilis, Ioannidis, Smyrlis, Spanoudakis, Frati, Goeke, 

Hildebrandt, Tsakirakis, Oikonomou, Leftheriotis, & Koshutanski, 2020), network segmentation and 

isolation to reduce the spread of cyberthreats (Mamonov, & Benbunan-Fich, 2018), and user access 

control and authentication (Szumski, 2018). Others include incident reporting and response (Szumski, 

2018), secure configuration of devices and networks (Hatzivasilis et al., 2020), data backup and recovery 

(Szumski, 2018), installing antivirus software and firewalls (Szumski, 2018), safe browsing habits 

(Szumski, 2018), software updates and patching (Szumski, 2018), and password management (Hartwig, 

& Reuter, 2022). Prior investigations on Information Security Awareness had used Knowledge, Attitude, 

and Behavior (KAB) (Kruger &  Kearney, 2006). In KAB, increase in knowledge could lead to better 

attitudes which might in turn produce enhanced behavioural security  (Al-Nuaimi & Uzun, 2023).  

 

However, little is known regarding the Knowledge, Attitude, and Practices (KAP) model to measure 

cybersecurity in Nigeria. The KAP assessment might be beneficial in revealing the knowledge of 

cybersecurity concepts among the participants. It could also reveal the attitude of the participants 

towards cybersecurity risks and the degree of inadequate practices such as infrequent software 

updates and weak password among the participants. This study investigated knowledge and attitude 

as predictors of cybersecurity practice. Cybersecurity practices are important for protecting sensitive 

information, preventing financial loss, maintaining privacy, building trust, compliance with regulations, 

protecting reputation, ensuring business continuity, safeguarding national security, preventing 

cyberbullying, and staying ahead of threats (Szumski, 2018; Mamonov, & Benbunan-Fich, 2018; Hartwig, 

& Reuter, 2022). The enactment of husky cybersecurity practices, could enable organisations and 

individuals to significantly lessen the danger of cyber attacks and ensure the protection of their 

invaluable privacy, reputation, and assets. The present study used cybersecurity practice because it is 

more amenable to questionnaire-based measurements. In this case, participants were allowed to fully 

express themselves regarding the practice related to cybersecurity.   

 

Gender differences in KAP of cybersecurity 

Gender is defined as socially constructed expectations, behaviours, and roles connected with being 

female or male. It is a complex and multifactor construct that goes beyond biological sex and embraces 

gender norms-unspoken rules that guide how a person should behave based on their gender, gender 

stereotypes-overly simplistic and often inaccurate beliefs about what men and women are like, and 

gender roles-societal expectations and norms around what is considered masculine or feminine. Gender 

also encompasses gender expression-how a person presents themselves to the world, and gender 
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identity- a person’s internal sense of being female, male or something else. Research has shown some 

gender differences in KAP of cybersecurity (Ruggiero & Boehm, 2016; Aikelewicz & Matusiak, 2017; Shah 

& Woodward, 2018; Wang & Wang, 2019; Knezek & Christensen, 2016; Gratian, Bandi, Cukier, Dykstra, & 

Ginther, 2018). Women tend to have lower levels of cybersecurity awareness and knowledge than men. 

Women are more likely to be concerned about cybersecurity risks and take fewer risks online than men 

(Knezek & Christensen, 2016). Women are more likely to use strong passwords, enable two-factor 

authentication, and keep software up-to-date than men (Intel Security Group, 2017; Symantec 

Corporation, 2019). Women may be more influenced by social norms and relationships when it comes 

to cybersecurity behaviours than men (Kray, & Waaijenborg, 2019). Men tend to be more confident in 

their cybersecurity abilities and take more risks online than women (Norton, 2019). Women may be 

more likely to use language related to security and protection, while men may use language related to 

technology and functionality (Taylor, & Hutton, 2018; Mouheb, & Zulkernine, 2019). Women are 

underrepresented in the cybersecurity workforce, but show increasing interest in pursuing 

cybersecurity careers (McKinsey, 2020).   

 

The major goal of this study was to examine preservice mathematics teachers’ self-reported 

knowledge, attitudes, and practices of cybersecurity. In particular, the investigation examined the 

association between preservice mathematics teachers’ knowledge, attitudes and practices of 

cybersecurity. The predictive influence of knowledge and attitude towards the explanation of variance 

in preservice mathematics teachers’ practice of cybersecurity was examined. Gender as a factor in 

preservice mathematics teachers’ knowledge, attitudes, and practices of cybersecurity was also 

investigated. This study found it worthy to connect mathematics education with cybersecurity for the 

following reasons. First, cryptography, a fundamental aspect of cybersecurity, relies so much on 

mathematical concepts such as geometry, algebra, and number theory. Second, mathematics 

education develops problem-solving skills, critical thinking, and analytical reasoning (Ajao & Awofala, 

2024; Ajao & Awofala, 2022), essential for cybersecurity professionals. Third, mathematics teaches 

logical reasoning (Okunuga, Awofala & Osarenren, 2020; Awofala & Lawal, 2022), necessary for 

understanding cybersecurity principles and protocols. Lastly, preservice mathematics teachers should 

be prepared to address cybersecurity concerns and promote online safety in their future classrooms.  

 

Research Questions 

The following research questions were answered in this study. 

RQ1. What is the relationship between preservice mathematics teachers’ knowledge, attitude and 

practice of cybersecurity? 

RQ2. What is the predictive influence of knowledge and attitude towards the explanation of variance in 

preservice mathematics teachers’ practice of cybersecurity?  

RQ3. What is the influence of gender on preservice mathematics teachers’ knowledge, attitude, and 

practice of cybersecurity?  

 

Methods  

Research design 

The study adopted a quantitative research paradigm of a cross-sectional descriptive survey of a 

correlational type (Awofala, Modiu, Fatade & Arigbabu, 2024; Awofala, Lawal, Arigbabu, & Fatade, 

2022). This research design allowed the authors to investigate the relationships among the variables of 

the study. This study was non-experimental as the authors did not manipulate variables in the study. 
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Participants  

The total respondents composed of 550 preservice mathematics teachers in the Department of Science 

Education, Faculty of Education, University of Lagos. There are five teaching units in the Department of 

Science Education and a purposive sampling technique was used to select mathematics education 

teaching unit. All the 550 preservice mathematics teachers were used as the sample of the study. This 

sample size was considered sufficient assuming a margin of error of 0.05 and a confidence level of 0.95. 

There were 260 male and 240 female preservice mathematics teachers and their age ranged from 16 to 

31 years (Meanage=24.5 years, SD=3.1 years). 90% of the sample were Yorubas while the remaining 10 % 

were Ibos. The Yorubas dominate Lagos, the centre of excellence and Nigeria’s commercial nerve 

centre.   

  

Instrument for Data Collection 

One research instrument tagged Knowledge, Attitude and Practices of Cybersecurity Scale (KAPCS) was 

used for data collection in this study. The instrument was adapted from previously validated scales 

(Bognár, & Bottyán, 2024; Chen, & Li, 2017; Howard, 2018; Li, & Chen, 2019; Parsons, McCormac, & 

Butavicius, 2018a). The KAPCS contained 30 items where 10 items measured Knowledge, 10 items 

measured Attitude while the remaining 10 items measured Practice of cybersecurity. The items were 

anchored on a five-point Likert scale ranging from 5-strongly agree, 4-agree, 3-undecided, 2-disagree to 

1-strongly disagree for positive statements while the reverse was the case for negatively worded items. 

The items of the instrument were pilot-tested with a small sample of 90 students not part of the main 

sample and the computed Cronbach alpha value was 0.97. This value was adjudged good for the study. 

The following reliability coefficients of 0.96, 0.98, and 0.99 were computed for Knowledge, Attitude, 

and Practice respectively. 

          

Procedure for Data Collection  

The KAPSC was loaded on a Google Forms for easy distribution. This mode of data collection was 

considered because it is easy to create and share, it is highly accessible so far there is internet 

connection, it provides real-time data, it is mobile-friendly and free to use, and it provides automatic 

data organisation. Before the real time data collection, the participants responded to informed consent 

and all the 520 preservice mathematics teachers indicated their willingness and readiness to assist in 

the process of data collection. The participants  were told that their participation was voluntary and 

that they could withdraw from the data collection exercise at any stage of the process. The following 

ethical considerations which include informed consent, confidentiality, anonymity, voluntary 

participation, no harm or risk, debriefing, data security, transparency, avoiding bias, compliance with 

regulations, respect for participants, and cultural sensitivity were all considered and carried out in this 

study.  

Data Analysis 

The data collected through the Google Forms were transferred into the SPSS version 25 for data 

analysis. SPSS was considered in this study because it ensures reliable and valid results, it allows for 

efficient data cleaning, transformation, and manipulation, it has a user-friendly interface, and has data 

analysis capabilities. All statistical test were carried out at 5% level of significance. Research question 

one was answered using the Pearson Product Moment Correlation. Research question two was 

answered using the multiple regression analysis while the independent samples t-test was used to 

answer research question three. Mean and standard deviation were precursor statistics.  
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Results  

Research Question One: What is the relationship between preservice mathematics teachers’ 

knowledge, attitudes and practices of cybersecurity? 

 

Table 1. Mean, standard deviation and correlation matrix showing the relationship between preservice 

mathematics teachers’ knowledge, attitude, and practice of cybersecurity 

Construct      K   A  

 P  

1. Knowledge (K)     1    

2. Attitude (A)      0.98*   1 

3. Practice (P)      0.27*   0.16*   1 

N       550   550  

 550 

Mean       47.58   47.44  

 47.24 

SD       3.70   4.07  

 4.35 

 

Table 1 showed the mean, standard deviation, and correlation matrix of the relationship between 

preservice mathematics teachers’ knowledge, attitude and practice of cybersecurity. In line with the 

Pearson correlation analysis (Table 1), there was a significant relationship among knowledge, attitude 

and practice of cybersecurity. Furthermore, all associations were significant between attitude and 

practice (r = 0.16, p<0.05), knowledge and practice (r = 0.27, p<0.05) and between knowledge and 

attitude (r= 0.98, p<0.05) of cybersecurity. Attitude and knowledge relationship was statistically 

significant. Thus, there was a significant association between preservice mathematics teachers' 

knowledge, attitude, and practice of cybersecurity. All the relationships were positive and direct. 

Research Question Two: What is the predictive influence of knowledge and attitudes towards the 

explanation of variance in preservice mathematics teachers’ practices of cybersecurity?  

Table 2 showed the predictive influence of attitude and knowledge towards the explanation of variance 

in preservice mathematics teachers’ practice of cybersecurity. The ANOVA regression analysis (Table 2) 

revealed a significant influence of knowledge and attitude on preservice mathematics teachers’ 

practice of cybersecurity (F(2,547) = 163.67, p=0.000). The two factors (knowledge and attitude) 

investigated contributed as much as 37.4% to practice of cybersecurity. 

Table 2. Predictive influence of attitude and knowledge towards the explanation of variance in 

preservice mathematics teachers’ practice of cybersecurity 

R =.612 R2 =.374 Adjs R2=.372 Stand. Error Est=3.45 F(2, 547)=163.67 P < 0.001 

Variable  Unstandardized 

B 

coefficients 

Std. Error 

Standardized coeff. 

Beta 

T    Sig. 

Constant  19.03 2.07  9.23 .000 

Attitude  3.81 0.22 3.23 17.44 .000 

Knowledge  3.22 0.20 3.02 16.27 .000 
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As seen in Table 2, attitude had the highest beta (β) value (3.23), followed by knowledge (β = 3.02). The 

regression analysis equation is as follows: cybersecurity practicepredicted = 19.03 + 3.81 attitude + 3.22 

knowledge. According to the equation, one unit increase in attitude results in a 3.81, increase in 

cybersecurity practice. A unit increase in knowledge of cybersecurity would result in a 3.22 rise in 

practice of cybersecurity. 

 

Research Question Three: What is the influence of gender on preservice mathematics teachers’ 

knowledge, attitude, and practice of cybersecurity?  

Table 3. Gender differences in preservice mathematics teachers' knowledge, attitude and practice of 

cybersecurity  

Variable  Gender N Mean SD T Df Sig 

Attitude  Female  316 46.80 4.40 -4.42 548 .00 

Male  234 48.32 3.40 

Knowledge  Female  316 46.95 3.96 -4.74 548 .00 

Male  234 48.44 3.11 

Practice  Female  316 47.04 4.40 -1.25 548 .21 

Male  234 47.51 4.28 

 

Table 3 displayed a summary of the mean responses of the participants on the gender differences in 

preservice mathematics teachers' knowledge, attitude, and practice of cybersecurity. Generally, the 

male participants had more knowledge, attitude, and practice of cybersecurity. The results in Table 3 

showed that the male preservice mathematics teachers were more inclined toward KAP of 

cybersecurity than the female preservice mathematics teachers. With regard to attitude, male 

preservice mathematics teachers had a mean of 48.32 with a standard deviation of 3.40, while females 

had a mean of 46.80 with a standard deviation of 4.40. Concerning self-reported knowledge, male 

participants had a mean value of 48.44 with a standard deviation of 3.11, while females had a mean of 

46.95 and a standard deviation of 3.96. With regards to practice, male participants had a mean value of 

47.51 (SD=4.28), slightly higher than female participants' of 47.04 (SD=4.40). As shown in Table 3, there 

was a significant influence of gender on preservice mathematics teachers’ attitude (t= -4.42, p=0.00) 

and knowledge (t= -4.74, p=0.00) of cybersecurity. However, gender did not have significant influence 

on preservice mathematics teachers’ practice of cybersecurity (t= -1.25, p=0.21). 

 

Discussion  

In this study, the relationships among preservice mathematics teachers self-reported knowledge, 

attitude and practice of cybersecurity were examined. The predictive influence of knowledge and 

attitude on preservice mathematics teachers’ practice of cybersecurity in Nigeria was also determined. 

In addition, gender differences in preservice mathematics teachers’ knowledge, attitude, and practice 

of cybersecurity were investigated. The study aimed at extensively determine these relationships in 

mathematics teacher education context in Nigeria, where there is scarcity of researches on the topic.  

Association between self-reported knowledge, attitude, and preservice mathematics teachers’ 

practice of cybersecurity.  

The study results showed that there was a significant relationship between self-reported knowledge, 

attitude, and practice of cybersecurity among preservice mathematics teachers. Undoubtedly, there 

were positive relationships between self-reported knowledge and practice of cybersecurity, self-

reported knowledge and attitude towards cybersecurity, and attitude and practice of cybersecurity. 

These results are very important for the KAP assessment researchers in Nigeria where researches are 
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very scanty. In the present study, self-reported knowledge and attitude are strong factors in preservice 

mathematics teachers’ practice of cybersecurity. This is because investigating the self-reported 

knowledge and attitude in relation to practice of cybersecurity is crucial for KAP researchers to develop 

strategies that promote awareness, knowledge, attitude, and practice of cybersecurity (Benzer, & 

Karal, 2023; McCormac, Zwaans, Parsons, Calic, Butavicius, & Pattinson, 2017; Ngoqo, & Flowerday, 2015; 

Parsons, McCormac, Butavicius, Pattinson, & Jerram, 2014). Preservice teachers' knowledge of 

cybersecurity principles and best practices can shape their attitude towards cybersecurity, making them 

more likely to prioritize and practice it.  

Preservice teachers' knowledge and attitude towards cybersecurity can influence their confidence and 

self-efficacy in teaching cybersecurity concepts. Preservice teachers who practice good cybersecurity 

habits can serve as role models for their students, promoting a culture of cybersecurity. Preservice 

teachers' good knowledge and attitude towards cybersecurity can impact their ability to teach 

cybersecurity literacy to their students. Engaging in cybersecurity practices can reinforce preservice 

teachers' knowledge and attitude, creating a positive feedback loop. A positive attitude towards 

cybersecurity can motivate preservice teachers to incorporate cybersecurity practices into their 

teaching, while a negative attitude can hinder its adoption. The connection between mathematics and 

cybersecurity can make preservice mathematics teachers more inclined to practice and teach 

cybersecurity concepts. Preservice teachers' knowledge and attitude towards cybersecurity can impact 

their willingness to engage in ongoing professional development in cybersecurity.  Preservice teachers' 

practice of cybersecurity can help protect their students from cyberthreats and ensure a safe online 

learning environment. Preservice teachers' knowledge and attitude towards cybersecurity can impact 

their ability to effectively integrate cybersecurity into the mathematics curriculum.  

 

Knowledge and attitude as predictors of preservice mathematics teachers’ cybersecurity practice   

The present study revealed the efficacy of attitude in predicting preservice mathematics teachers’ 

cybersecurity practice. This is in agreement with the findings of some investigators (Benzer, & Karal, 

2023; Parsons, McCormac, & Butavicius, 2018b). Consistently positive attitudes toward cybersecurity 

can lead to habitual practice, making it a regular part of their teaching routine. When preservice 

teachers feel emotionally invested in cybersecurity (e.g., concern for students' safety), they're more 

likely to practice it. Preservice teachers may be influenced by peers, mentors, or colleagues with positive 

attitudes toward cybersecurity, leading to adoption of good practices. Attitudes can shape intentions, 

and intentions predict behavior, including cybersecurity practices. Preservice teachers who perceive 

cybersecurity risks as high are more likely to take action to mitigate them. A positive attitude toward 

cybersecurity can motivate preservice teachers to learn and implement best practices. When 

cybersecurity aligns with preservice teachers' values (e.g., protecting students, maintaining privacy), 

they're more likely to practice it. Preservice teachers who worry about the consequences of cyber 

threats are more likely to take action to prevent them. Those who feel confident in their ability to 

implement cybersecurity measures are more likely to do so. Preservice teachers who believe 

cybersecurity is important are more likely to prioritize and practice it.  

Presently, in this study, preservice mathematics teachers’ knowledge of cybersecurity was positively 

and significantly related with their cybersecurity practice. Additionally, preservice mathematics 

teachers’ knowledge of cybersecurity was a second best forcaster of their cybersecurity practice.  These 

results agreed with the findings of some researchers (McCormac, Zwaans, Parsons, Calic, Butavicius, & 

Pattinson, 2017; Ngoqo, & Flowerday, 2015; Parsons, McCormac, Butavicius, Pattinson, & Jerram, 2014; 

Wahyudiwan, Sucahyo, & Gandhi, 2017). Knowledge of cybersecurity can help preservice teachers stay 
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current with emerging threats and countermeasures, which could enable them to apply concepts to 

real-world teaching scenarios. Preservice mathematics teachers who have greater knowledge of 

cybersecurity and more positive attitudes towards cybersecurity are more likely to engage in good 

cybersecurity practices, such as: using encryption and secure communication protocols, being cautious 

when clicking on links or downloading attachments, keeping software and operating systems up-to-

date, and using strong passwords and two-factor authentication. By possessing knowledge of 

cybersecurity, preservice mathematics teachers are better equipped to stay current with emerging 

threats and technologies, educate students about cybersecurity, implement effective security 

measures, and identify and mitigate cyber threats. Since this knowledge predicts practice, it could 

empower preservice mathematics teachers to take action and make informed decisions about 

cybersecurity in their teaching practices. Knowledge of cybersecurity tools and technologies can help 

preservice teachers use them effectively and gain confidence in their ability to implement security 

measures since they would be able to identify vulnerabilities and take corrective action informed by 

their knowledge of cybersecurity legal and ethical issues for decision-making. Preservice mathematics 

teachers with limited knowledge and negative attitudes towards cybersecurity may be less likely to 

prioritize and practice good cybersecurity habits. Knowledge of cybersecurity can help preservice 

teachers to promote critical thinking about online safety and security that could inform instructional 

practices, promoting a culture of cybersecurity. Knowledge of cybersecurity threats and risks can make 

preservice mathematics teachers more aware of potential dangers and implement effective measures 

to combat the risks.  

 

Preservice mathematics teachers’ gender as a factor in their knowledge, attitude, and practice of 

cybersecurity 

In this study, preservice mathematics teachers’ gender was a factor in their knowledge and attitude of 

cybersecurity in favour of males. This finding corroborated previous results (Benzer, & Karal, 2023; 

Ruggiero & Boehm, 2016; Aikelewicz & Matusiak, 2017; Shah & Woodward, 2018; Wang & Wang, 2019) 

that recorded that gender had significant influence on knowledge and attitude of cybersecurity.  

The present study finding negated other previous findings (Anwar, He, Ash, Yuan, Li, & Xu, 2017; Karacı, 

Akyüz, & Bilgici, 2017) that did not find the influence of gender on cybersecurity knowledge and attitude. 

However, gender difference in knowledge of cybersecurity among the preservice mathematics 

teachers could be attributed to many factors. First, the traditional gender roles and stereotypes 

common in Nigeria might have led to difference in interest, confidence, and perceived ability in 

technology and cybersecurity. Second, broader societal and cultural factors, such as gender roles and 

expectations, might have influenced preservice mathematics teachers’ knowledge and attitudes 

towards cybersecurity. The female gender in this study might have considered cybersecurity as a male 

dominated domain. Third, the lack of female role models and mentors in cybersecurity might have 

discouraged women from pursuing related interest and this could have affected their low level of 

cybersecurity knowledge and attitude. Fourth, in Nigeria, girls and boys are socialised differently and 

this might have influenced their attitudes towards technology and cybersecurity. Lastly, addressing 

these factors can aid the understanding of gender differences in knowledge and attitudes of 

cybersecurity and enhance inclusive education and training programmes. 

 

Nevertheless, gender was not a determinant of cybersecurity practices among the preservice 

mathematics teachers. This result was not in consonance with previous investigations (Mamonov, & 

Benbunan-Fich, 2018; Hoy & Milne, 2010; He & Freeman, 2019; Broos, 2005) that found gender as a factor 

in cybersecurity practice. Lihammer and Hagman (2021) identified that female preservice teachers had 
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lower levels of cybersecurity practice due to gender-based stereotypes. However, Knezek and 

Christensen (2016) found that female preservice teachers had lower levels of cybersecurity practice due 

to lack of experience. That gender was not a factor in preservice mathematics teachers’ practice of 

cybersecurity could be as a result of the fact that both genders had equal access to cybersecurity 

resources, thereby reducing their gender-based disparities. Also, the non-significant difference could 

be as a result of the instrument utilised in assessing cybersecurity practice which could not be sensitive 

enough to detect gender differences. More so, both male and female preservice mathematics teachers 

might not have had sufficient experience with cybersecurity practices, thereby reducing their gender-

based disparities.       

 

Conclusions 

It is shown in this study that there were significant associations betwixt self-reported knowledge, 

attitude and practice of cybersecurity. Precisely, there was a significant positive relationship between 

self-reported knowledge, attitude and practice of cybersecurity. More so, attitude towards 

cybersecurity was the highest predictor of preservice mathematics teachers’ practice of cybersecurity.  

Knowledge of cybersecurity was the least contributor to preservice mathematics teachers’ practice of 

cybersecurity. There were gender differences in preservice mathematics teachers self-reported 

knowledge and attitude towards cybersecurity in favour of males. There was no significant influence of 

gender on preservice mathematics teachers’ practice of cybersecurity. The findings related to KAP of 

cybersecurity have practical implications. First, educators should integrate cybersecurity education into 

preservice teacher training, focusing on knowledge, attitude, and practice. Second, curriculum 

developer should incorporate cybersecurity topics into mathematics and other subjects, highlighting 

interdisciplinary connections. Educators should offer professional development by targeting training 

and resources for in-service teachers to enhance their cybersecurity knowledge, attitude, and practice. 

Lastly, policy makers should develop and implement policies promoting cybersecurity education in 

schools, aligning with national and international standards. This study is limited because a self-reported 

data were collected. Dependence on participants’ self-reported measures of knowledge, attitude, and 

practice may be subject to prejudices. Limited generalisability could also be another limitation of the 

study since findings may not be applicable to other populations or contexts. The study suffered from a 

lack of qualitative data. Depending so much on quantitative data may overlook rich, contextual insights.  

Also, overemphasis on preservice mathematics teachers may overlook interdisciplinary aspects of 

cybersecurity education. This study could not establish causality because correlational analysis was 

used and as such there could be other determinants of the associations. More so, it became impossible 

for this study to assess the contextual elements that might affect KAP of cybersecurity. The limitations 

of this study notwithstanding, future research should endeavour to expand sample size and diversity 

by including more participants from various institutions of learning, locations, and backgrounds. Mixed-

methods paradigm should be adopted by combining qualitative and quantitative methods to gain 

deeper insights. In addition, a longitudinal study can be conducted to investigate the changes in 

knowledge, attitude, and practice of cybersecurity over time. Contextual factors such as school culture 

and resources should be investigated to determine their influence on cybersecurity knowledge, 

attitude, and practice. Effort should be made to explore how cybersecurity education can be integrated 

across subjects or courses, not just mathematics. More so, cross-cultural studies to compare 

cybersecurity education globally should be conducted. With these areas in focus, future research can 

provide a more comprehensive understanding of preservice mathematics teachers’ knowledge, 

attitude, and practice of cybersecurity, ultimately informing effective education and training strategies. 
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